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Form Handling In PHP

This set of notes will focus on handling forms in PHP. If
you need a refresher on generating forms and the various
XHTML elements that might appear in a form, | suggest you
go back and review the XHTML notes Advanced XHTML &
CSS — Tables And Forms that we covered earlier in the
course.

What we want to do here is focus on the PHP side of things
and not the XHTML side.

Recall in the earlier set of notes that when we created a form,
the action attribute simply caused an email to be sent to the
address specified by the action attribute. What we want to do
here though is cause a PHP script to be executed and the data
from the form made available to the script.

”
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Form Handling In PHP

Depending on what method was used to submit the form data to
the PHP script (either GET or POST), PHP has two superglobal
arrays, called $ GET and $ POST, that will be used to store the

data contained in the form.

S GET and $ POST are associative arrays that contain, as key
values, the names of the form elements as specified by their name
attribute and their associated values as submitted by the user.

You may recall that we saw an example of this in the introductory
set of PHP notes. That example is duplicated on the next two
pages to refresh your memory.

(- )

Note: The term superglobal refers to variables that are generated by the PHP and are always in
scope. This means that regardless of where you are in a PHP script, whether it be inside a function
or elsewhere, a superglobal variable is always available without needing to use the global statement
to bring the variable into the current scope.

#
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¥ C\xampp\htdocs\CIS 4004\CNT 4714\decisions.html - Notepad++ - 0| x|
File Edit Search View Encoding Language Settings Maco Run TextFX Plugins Window ? X

| o UHE s c@lad DR2e|mi| s s|[EE |51

B er=q() example 2 php | B negative look-ahead assertion example php | B oreq match al example php =] decisions html | 1 | "l

%{!mr:rm html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http: /S www.w3.org/TR/xhtmll/DTID/xhtmll-strict.dcd">
E{html xmlns="http://www.w3.org/1999/xhtml"> XHTML document

<head>
<title>CGrade Calculations</titlel
<meta http-equi="content-type" content="text/html' charset=izo-8859-1" />
- </head>
<hbody style = "font-family: arial, sans-serif:;
= background-color: #856363" background=imagel.ipg>
E} <form action="decizionsWithGlobalsz.php" method="post" >

et s o T o Y - L] [ =

k] LY co

(]
[

1] <font zize=4 color=blue>Please Enter Scores</font> <br />
First Name <input type="text" size="4" maxlength="7" name="gradel" /> <br />
Enter Second Score <input type="text" size="4" maxlength="7" name="grade2" /> <br />
<input type="submit" wvalue="Click To Submit" >
<input type="reset" wvalue="Clear And BRestart" >
- </ form>
17 - < /body>
18 ~</html>

I
N . Y o BRY - YT R % T

5]

Hyper Text Markup La Jength : 812 lines : 18 Ln:1 Col:1 Sel:0 Dos\Windaws ANST ms
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B C\xampp\htdocs\CIS 4004\ CNT 4714\decisionsWithGlobals.php - Notepad++ =10 =]
File Edit Search Wiew Encoding Language Settings Macro Run TextFX  Plugins  Window 2 X
cHHE v aldhR e k| 2z BE=1E0 IENFR = av= >
B =r=oi} =ample 2 php I B n=gative look-ahead assertion example php I B preg_match_all example php I B decisions himl | [=| decisionsWithGlobals php |4 I *I
1 [Ek!DDCTYPE html PUBLIC "-//W3C//DITD XHTML 1.0 Strict//EH™ =
2 "http: S Swew . w3 org/ TR/ Zhtml1/DTD/shtmll-strict.dcd">
3 E{html zmlns="http:// vww.w3.org/1999/xhtml "> PHP Script
g —|<head>
o <title>Decisions With Globals</title>
g <meta http-equi="content-type" content="text,/html’' charset=iso-8859%-1" />
7 - </ head>
8 <khody s=styvle = "font-family: arial, =ans-serif:
= = backgroond-color: #856363" background=imagel. ipg>
10 E—% < ?php
11 ¢gradel = § POST["gradel™]:;
12 ¢grade2 = § POST["grade2™]:;
13 Zaverage = (Sgradel + Egrade2)  2:
14 [H if (Saverage > 29){
15 print ("LAverage = Saverage You got an L") ;
16 } elseif (Saverage > 72) {
17 print ("LAverage = Saverage You got a B™):
18 elseif (faverage > ©2) {
19 print ("Lverage = Saverage You got a C");
20 elseif (Saverage > 53) {
21 print ("Average = Saverage You got a D™):
22 elseif (faverage >= 0) { b
23 print ("Lverage = Saverage You got an F ")
24 else |
25 print ("Illegal awverage less than 0: Awverage = Saverage™) :
26 & ]
27 fmax==2gradel;
PHP Hypertext Prepro length : 1115 lines : 34 Ln:1 Col:1 Sel:0 Dos\Windows |ANST ms
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Form Handling In PHP

For reasons of internationalization, get has been deprecated
as a value for the method attribute in XHTML form
elements. So we will focus exclusively on the post value
for the method attribute and thus the $ POST superglobal

array.

In earlier versions of PHP (those prior to 4.1.0), PHP created,
by default, standard variable names to represent the values
contain within the superglobal arrays. Current versions, by
default, do not enable this property for security reasons. It is
still possible to turn this behavior on by setting the
register globals directive to on in the PHP
configuration file (php. ini), it should be discouraged.

”
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Form Handling In PHP

A safer approach to this is to use the import_request_variables()
function. This function will create global-scope variables for the
values stored in the relevant superglobal arrays.

The syntax for this function is:

import request variables (Stypes [, Sprefix])

Where Stypes represents a string indicating the types of

variables to import and should consist of any combination (not
case sensitive) of the letters P, G, and C. These letters represent
S POST, $ GET, and $ COOKIE, respectively. The second
optional parameter, Sprefix, If provided, should be a string

representing what to prefix to the start of every variable created.

”
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Form Handling In PHP

Note, that while this function is safer than wusing the
register globals configuration directive, It does not

protect you from the security risks associated with working with
user data. It is always recommended that data received from the
user be sanitized before use.

It IS also Important to note that the
import request variables () function Imports

variables into the global scope only. Therefore, it should never
be used from within a function.

An example of the import request variables()
function is shown on the next page.

#
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Form Handling In PHP

_lojx]
L venu | [E] Grade calaua... x || o=

(][] D] #

Please Enter Scores

First Name |50

- 2 s = =
o5 & ﬁ--a@l|ﬂiﬂj®|§c|ﬂ%|3%|'—'iﬁ =d 0| 25 Enter Second Score [90
B using import request varables function html [ import request variables example php | Chclcid St I Gl AL I
1 |_T—:|{!DDCTYPE html PUBLIC "-//W3C//DTD XHIML 1.0 Strictc//EN"
2 "http: /S w3 org/ TR/ xhtml 1 /DTD, xhtmll-strict.ded™>
3 E{'ﬂtﬂ.l xmlnz="http:/ vww.w3.0rg/ /1999 /xhtml" > b o 3-8~ @ View (100%) ~
B hecicions With Globalec/tic] [ Decisions With Globals~Opera NI I=TEY
<titles>Decizions Wi obals</title> 5 Eom ’ »
: : |Boeasi.. x || + | &
6 <meta http-equi="content-type" content="text/html' charset=is - -
7 F</head> ||| D] M
a) ar] = N — z . 3 - 7 F e . -
8 <body stvle font-family: arial, =ans-serif. The value of the variable is: 50
9 E bhackground-color: #E56363" background=imagel.ipog> The value of the variable is: 90
10 - < ?php
11 //pull in the variables from the $ POST array D O $- 8- @ view(100%) ~
12 import request wvariables("P", "aFostVar ");
13 print ("The wvalue of the wvariable is=: E—aPnst‘.Far_gradel <br />"}):
14 print ("The value of the variable is: $aPostVar grade2”);
15 z 2>
16 - < /body>
17 -</html>
PHP Hypertext Prepro length : 654 lines : 17 Ln:17 Col:8 Sel:0 Dos\Windows |ANST ms
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Securing Hidden Elements

Take a look at the following example (which does use a GET
method value).

This script creates a time-sensitive form. If the user does not
click the submit button within 2 minutes of starting the form in
their browser, the form will be considered invalid.

Basically, a hidden field is used to store the time when the form
Is first displayed to the user, when the user clicks the submit
button to submit the form, the PHP script checks the current time
and determines if more than 2 minutes has elapsed. If so the a
message 1s displayed indicating that the form is invalid.

The XHTML document is on page 11 and the PHP script is on
page 12.

”
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Securing Hidden Elements

H *C\xampp\htdocs\ (IS 4004 CNT 4714\time-sensitive form.html - Notepad++ ;|g|5|
File Edit Search View Encoding Language Settings Maco Runm TextFX Plugins Window ? X
cHEEB 2 @l I | gl 2z EE S0 EE HEDMPME=ay =
|=| time-sensitive form htmi |. process time php | B foreach statement - associative amay php | ﬂ_‘*l
1 [E{!DDCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
2 "http://www.w3.org/TR/xhtml1/DTD/xhtmll-strict.dcd">
3 <html xzmlnz="http://www.w3.org/1999/xhtml">
d E{nead}
5 “title>Time-Sen=sitive Form Application</title>
6 <meta http-equi="content-type" content="text/html’' charset=i=zo0-8859-1" />
T - </head>
8 <body =tvle = "font-family: arial, =sans-serif;
8 = background-color: #E856363" background=imacgel.ipg>
10 E} <form action="proces=z time.php" method="get" >
11 <input tyvpe="hidden" name="intime" wvalue="<?php echo time(}; 7> ">
12 <font z3ize=4 color=hlue>Please Enter Your Message (2 minote time limit) :</font> <br /
13 input type="text" name="myText" wvalus="" /> <br />
14 <input type="suobmit" valus="Click To Submit" />
15 - </ form>
16 - < /body>
17 ~</html>
ol
|H1,rper Text Markup La ||Er1gﬂ'1 0 752 lines: 17 |Ln 112 Col:1 Sel:0 |Dn5‘|,'|.ﬂ.|'induws |AJ'~.ISI
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Securing Hidden Elements

E *CG\xampp\htdocs\CI5 4004 YCNT 4714\ process time.php - Notepad++ - | I:Ilil
File Edit Search View Encoding Language Settings Macro Run  TexttX  Plugins Window 2 X

cHEHEB sca|l4s b2ty 2t s |[EEZITEDIEMNEE|Eavye
B time=senstive form html  [=] process time php |.fnrean:h statement - associative amay.php | LI_*I
<meta http-equi="content-type" content="text/html' charset=iso-8859-1" /> :ﬂ
7 - < heads
8 <body style = "font-family: arial, sans-serif;
B — backgroand-color: #856363" background=imagel.jpg>
10 E—% <?php
11 import request wvariables ("G", "formWVal ");
12 ffprint ("<br />"):
13 f/print ($formVal intime); print ("<br />"):;
14 ffprint (strtotime ("now™) ) : print("<br /f>"):
15 [H if i{$fnrm¥al_intime -+ ;24] >= strtotime ("now™})) {
16 print ("S5orry...vou took too long to respond!™):
18 [H else |
19 print ("Your message was: §5 GET[myText] <br />");
20 z -
21 echo "The current time i=: ";
22 echo strtotime ("now"
23 g 2
24 - < body>
25 - html >
< |
PHP Hypertext Prepro length : 843 lines : 25 Ln:15 Col:35 Sel:0 Dos\Windows |ANST
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Securlng Hldden Elements

Tlme Sensrtrve Form Application - Opera

(4 ||| 0= Q M @ web 'Iocélhbst;czsw

Please Enter Your Message (2 minute time limit):

|Hel|o there!
Click To Submit |

D 9 -8~

mg A Time-Sensitive Form - Opera E

. Processing A Time-Sensit.. U = I

=101

Q M @ web Iocélhbst;Ci 7

Your message was: Hello there!
The current time is: 1302636116

D 9 -8~

@ view (100%) ~

Processing A Time-Sensitive Form - Opera

HProcessing A Time-Sensit.., X u & l

@ P | Qe O ﬂ Q Web | locahhost/C1

Sorry...you took too long to respond!
The current time is: 1302636162

E 07 '-:v ev

@, view (100%) v
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Securing Hidden Elements

One of the reasons the get method value is a potential security problem
IS that it is possible for a somewhat savvy user of your site to send a
false time value via the query string that is appended to the URL which
Invokes the PHP script.

Notice on the previous page that I printed the time value out. This
time value is appended to the URL (called a query string) and the URL
would look like:

http:// .. process time.php?time=1302636166

For the case where the user waited too long to submit, what they could
have done was submitted a URL like the one below which explicitly
sets the time to be only 20s greater than the time in the query string:

http:// .. process time.php?time=1302636186

#
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Securing Hidden Elements

While the previous example used the $ GET superglobal and
Illustrated the vulnerability of the method, fear not, for there are
better ways to secure the hidden elements of your forms and
protect them from a malicious user.

The secret to data validation in this case iIs the MD5 algorithm.
This algorithm 1s used to create a message digest (a sort of
digital fingerprint) of the data provided to it.

MD?5 stands for Message-Digest algorithm 5. This is a widely
used cryptographic hash function that uses a 128-bit (16-byte)
hash value. MD5 was “cryptographically broken” in 2007 and
IS no longer considered safe for applications like SSL and digital
signatures, but it will still suffice for our application here.

’
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Securing Hidden Elements

Like the fingerprints found on a person, the digital fingerprint generated
by the MD5 algorithm is unigue to the string that it represents.

The MD?5 algorithm is not collision resistant, so there is a small chance
(1 in 3.40x103%8) that two strings will produce an identical fingerprint, for
all practical purposes they will be unique. However, it is a predictable
algorithm in that the same string always produces the same fingerprint.

In PHP the MD5 algorithm is implemented by the md5 () function,
which has the following syntax:

md5 ($string) ;

Where $Sstring represents the string to generate the fingerprint for.

The function returns a 32-character fingerprint based on the data in
S$Sstring.

#
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Securing Hidden Elements

How does the MD5 algorithm help in this case? By creating
digital fingerprint values for each hidden form element in your
document and then checking those fingerprint values when the
form Is submitted, you can be confident that the data submitted
was actually valid.

When creating an MD5 fingerprint for this sort of purpose, its
Important to remember that one of the major benefits of this type
of algorithm can also be its downfall. Because the algorithm is
completely predictable, simply using some combination of the
provided Sname and $Svalue parameters could be hazardous.

The example on the following page illustrates this, with two calls
to the md5 () function using the same string, it produces the

same digital fingerprint.
#
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Securing Hidden Elements

B C\xampp\htdocs\CIS 4004\CNT 4714\md5 V1.php - Notepad++ - 10| x|

File Edit Search View Encoding Language Settings Maco Run TextFX Pluging  Window 7 X
s HE & 4D 2 e ity HDSAIgorithm Example 1 - Opera 7 =10 x| [»
B tim=-=zensttive form html =] md5 V1 php |.furean::h statement - ass Menu I.MDSAIQO”mm -Example 1 X U 5 ‘ ﬂ
1 <IDOCTYPE html PUBLIC "—/f/W3C//DTD XF ‘ = H"—’ ‘o l‘ Q Web |0Ca|h05t‘CT‘” |
2 "http: S Swww . w3 . org/ TR/ xhtmll/DTD/ =
3 <html xmlnz="http://vww.w3.org,/1999 /= L i
. E{.ﬂea o 1. The digital fingerprint is: 6dd9bd846dc85e5ff063aasfh7447b5d
5 ctitlesMD5 Algorithm - Example 1< 2. 1N€ digitalfingerprintis: 6dd9bd846dc85e5ff063aasth7447bad
& <meta http-equi="content-type" cc
7 - < heads
8 <body =tyvle = "font-family: arial, = ™
g E background-color: #856363" be P & $-8-~ & view (100%) ~
10 = < ?php
11 Ename = "address";
12 Svalue = "4000 University Blwd":
13 Sfingerprint = mdS (fname.&value);
14 print("l. The digital fingerprint i=s: S$fingerprint <br />");
15 Ename = "address";
16 Svalue = "4000 University Blwd":
17 Sfingerprint = md5 (Sname.svalue) ;
18 print ("2. The digital fingerprint i=s: S$fingerprint <br />"):
19 B >
20 - </ body>
21 -</html> hd
1 r | _"l—l
PPHP Hypertext Prepro length : 752 lines : 21 Ln:2 Col:56 Sel:0 Dos\Windows |ANST s
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Securing Hidden Elements

For the MD5 fingerprint to be truly unique, a value completely
unknown to the outside user must be included in the creation of
the digital fingerprint.

The following example illustrates this, by again creating a digital
fingerprint for the same string twice, but each time with a
different additional string appended to the string.

The additional string would be defined using a constant in PHP
let’s call one of them PROTECTED KEY, and the other one

PROTECTED STRING. Recall that constants are created using
the PHP de fine statement.

Notice now, that the two identical strings produce different
digital fingerprints.

”
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B C\xampp\htdocs\CIS 4004\CNT 4714\md5 V2.php - Notepad++ ]
Ele Edit Search V\iew Encoding Language Setfings Macro Run TextFX  Plugins Window 72 X
cHEE B4 DR[O e -l
B time-sensitive form btml =] md5 V2 php |. foreach stateme L ven JMDSAlgorimm zExEde 25 U + l
1 LT—i'{ IDOCTYPE html PUBLIC "-//W3aC//DI ‘ * .‘ =» l \:'; ;797 l!ﬁ Q Web Iocélh;ast,.‘CIS9-":204004 - -.' +| search with Google .:-"A‘
: "Reep:/ fw . w3. oxg/TR/XBEmIL/T 4 The digital fingerprint is: dca7c735283b6f581fdbde66990fe1a3
3 E{html xmlns="http://www.w3.org/15 2 The digital fingerprint is: 5beff22f7c50ceb22879%ee2862b4edce
4 —|<head>
] <title>MD5 Algorithm - Exampl O o S @ - @ View (100%) ~
6 <meta http-equi="content-type—TonrTenT—"TEXT/ LI~ ClarseL—Is0-ood9-L " 7
7 - </head>
8 <body =2tyle = "font-family: arial, =ans-=serif;
g = background-color: #B856363" background=imagel.jpg>
10 g <?php
11 define ("PROTECTED EKEY", "mysecretword"):
12 define ("PROTECTED STRING"™, "Sgqueaky"):
13 SZname = "address";
14 Svalue = "4000 University Blwvd":
15 $fingerprint = md5 ($name.$value. PROTECTED EEY):
16 print ("l. The digital fingerprint i=s: Sfingerprint <br />");
17 Ename = "address";
18 Svalue = "4000 Uniwversity Blwvd":
19 $fingerprint = md5($name.$value.PROTECTED STRING):
20 print ("2. The digital fingerprint i=z: §fingerprint <br />");
21 7> |
22 - < body
23 < html >
J |
PHP Hypertext Prepro length : 869  lines : 23 Ln:12 Col:47 Sel:0 Dos\Windows ANST
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Basic Form Processing And Validation

In the simplest sense, form validation and processing is nothing

more than working with the appropriate superglobal array
($ GET or $ POST) to do something in your PHP script.

However, for a form of any complexity, often a considerable
amount of effort goes into the validation of the data coming In
from the form.

For anything beyond the most elementary validation, usually all
form validation is done via regular expressions.

The example on the next page illustrates basic form validation
using a regular expression.

#
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B C\xampp\htdocs\CIS 4004\CNT 4714\basic validation V1.html - Notepad++ -0l x|

File Edit Search View Encoding Language Settings Maco Run TextFX Plugins Window 2 X

cHHE 3 &8 4D et 2z |BE[51 |20 6N E| >
B form html |. regex practice problems solutions php [ basic validation V1 html |. basic validation V1 php | 14 I "I

1 £IDOCTYPE html PFUBLIC "—/f/W3C//DID XHIML 1.0 Strict// EN" =

2 http://www.w3.ora/IR/xhtmll/DID/xhtmll-strict.dtd"> [ ST s ]

3 [Fl<«html xmlns="http:/ /wvww.w3.org/199%9,/xhtml" >

4 “<!-— basic validation.html -=3

5 #!—— Form for use with the basic walidation V1.php script —>

i —|<html xmln=s = "http://wvww.w3.org/l999/xhtml ">

7 g{head}

B <title>Ba=sic Form Validation</title>

L - head>

10 <body style = "font-family: arial, sans-szerif:

11 = background-color: #856363" background=imeagsl.jpg>

12 #!— post form data to basic wvalidation.php —>

13 =] <form method = "post" action = "basic walidation W1.php">

14 <imnput type="hidden" name="submit" valus="1">

15 Enter Phone Humber: <input type="text" name="phone" =zize=13 maxlength=13>

16 gnksp: enbsp: [Use format: (407)555-1212] <br /><br />

17 <!—— create a submit button -—->

13 <input type = "submit" wvalus = "Send" />

14 B </ form>

20 - </body> s

21 -« /html >

22

2 =]
Hyp length : 879 lines : 25 Ln:15 Col:81 Sel:0 Macintosh |ANST NS
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B C:\xampp\htdocs\CIS 4004\ CNT 4714\basic validation V1.php - Notepad++ - 0] x|

File Edit Search View Encoding Language Settings Maco Run TextFX Plugins Window ? X
o dHE <z B|ldONoC k| 2z EE 1 E0MENEEE=ay
B form html |. regex practice problems solutions php |. basic validation V1 html  [=] basic validation V1php | ﬂ_"l
1 E{html}
SLicesd> L [ PHP script ]
3 <titlexBasic Validation Script</title>
4 - </ head>
3 <bcdy style = "font-family: arial, sans-szerif:;
f = background-color: #856363" background=imsgel.jpg>
7 E{?php
g F/This script i3 intended to wvalidate a phone number input from a form
L J/generated by the XHTML document basic validation
10 [= if (isset (% POST["submit™])) {
11 g | if (preg _match("/~\([2-58] [0-93]{2}\) [2-9][0-58](2}-[0-9]{4}5/i", & _POST["phone"]) == False) |
2 print {"The phone number was incorrectly entered <br />");
13 - }
14 [H else |
15 print {"The phone number was correctly entered. <br />"):
14 print {"Procesaing form data begins...<br/>");
17 - }
18 = }
19 -
20 - < body>
21 -</html >
a |

PHP Hypertext F length : 654 lines : 21 Ln:11 Col:5 Sel:0 |Dos\Windows |ANST ms

CIS 4004: PHP - Part 5 - Form Handling Page 23 Dr. Mark Llewellyn ©




Basic Form Validation - Opera -
= ' -
1 Solutions to Practice Re... X]J Basic Form Validation

4 $|[o-|[D][#4 # Web jAloc5|h‘ost,t159e:cm.:n:wtﬂt v :

v| Search with | M

Enter Phone Number: [(234456-6799  [Use format: (407)555-1212)

Send

B o $-8-

@, View (100%)

Basic Form Validation - Opera i =10/
BasicForm Validation X U L ‘ E

ﬁ ‘ #b o \ﬂ QWeb lowlhosta‘mwv "'v Search with :

Enter Phone Number. |234456-8799 [Use format; (407)555-1212)

Send

P & 48~ @ view (100%)

Basic Validation Script - Opera b

=31
—— p 8 e
ISqutionstoPracﬁce Re... X]J Basic Validation Script X [ 5 @

0w D ||| @ web | locabosticisansandf |

v| Search with | M
. ‘

The phone number was correctly entered.
Processing form data begins...

D & 49~ ® View (100%)

Basic Validation Script - Opera 1 -10§ x|
I Basic Validation Script X I = E

j L l Ty ; ;'1‘-*7 ‘Q . ﬁ @ Web jrlocélhiost,‘tIS:vr

The phone number was incorrectly entered

@ view (100%)
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Basic Form Processing And Validation

Because form validation is such an application-specific subject
(every situation is different in some aspect), there is little benefit
to discuss more about the general validation and processing of
forms.

Instead, the approach we’ll take 1Is to create a form-
processing/data validation architecture that is general enough to
use on any form without sacrificing flexibility.

We’d also like to be able to separate the validation related code
from the presentation related code. To this end, we’ll develop
three different files, the XHTML front-end form, and two PHP
scripts on which is responsible for validating the form and the
second which is responsible for validating the user-supplied data.

”
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Basic Form Processing And Validation

I’ve named the files | created for this as follows:
big form example - frontend.html
formvalidation.php

userdefinedvalidation.php

To create such generic form processing scripts will require some
fairly advanced PHP concepts that we’ll introduce along the
way.

The form validation script works through a combination of
hidden form elements and dynamic functions calls. As we’ve
already dealt with hidden form elements, we’ll take our first
aside and look at dynamic functions in PHP.

#
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An Aside — Dynamic Variables And Functions In PHP

PHP supports both dynamic variables and dynamic functions.

A dynamic variable is a variable whose actual identifier is
unknown until the script is executed. Think of a dynamic
variable as a “variable variable”.

The syntax for defining a dynamic variable Is:
S{<expression>}

where expression represents any valid PHP expression that
evaluates to a value that follows the rules for what constitutes a
variable name.

The example script on the next page illustrates a dynamic
variable.

#
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Using Dynamic Variables and Functions In PHP - Opera

E C:\xampp\htdocs\ (IS 4004\ONT 4714\ dynamic variables.ph v ot
File Edit Search View Encoding Language Settings Macro Ru Jusmg Dyoenyc Nadbles -2 U + I

[oOHE&E & & Do e m | (€1>)()[0)[#)0 v [wahmics:| -],

B big form ex@mple - frontend hitmi | B formvalidation php | B userdefir

Using dynamic variables and functions in PHP

1 <html> The value of $foo is: 5

2 E cheads The value of $foo is: 6

3 <title>Using Dynamic Variables In PHP</tit! yphayvalue of $my_var_name is: foo

4 - < /head> The value of $foo is: 6

5 <body style = "font-family: arial, sans-st )

1] =] background-color: #8356363" backgrow $22£:3§ g;g;gz)—i\é?;—name Is foo

T <h3> Uzing dynamic wvariables in PHP</hi>

; D G O~ @ view (100%)
8 [H<?php

9 §foo = 5;

10 print ("The value of &£foo is: "); print("S$foo <br />");

11 E{"foo"}++; JF/the &£foo variable will now equal &

12 print ("The value of &foo i3: "); print("$foo <br /3><br />");

13 fmy _var name = "Ifoo";

14 print ('The value of fmy wvar name is: "); print{".E»rr.'_f_'-:a“:_nan'.e <br [f>");

15 print ("The value of &foo i3: "); print("$foo <br /3><br />");

16 £{smy wvar name]++;

17 print ('TIk value of smy wvar name is: "); print.{".E»n':j_'-:a:'_na:r.e <br f>") >

18 print {"The foo is: "); print("$foo <br />");

. = When this line is executed, the variable $my var name which
g e represents the string “*$foo” is evaluated and the result is then
e used to name the variable, hence $foo is incremented.

Ilength : 754 lines : 21 n:20 Col:8 Sel:0 Dos\Windows ANST ms
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An Aside — Dynamic Variables And Functions In PHP

Dynamic functions are particularly useful in PHP for validating
form data as you’ll shortly see.

To execute a function whose name you do not know until
runtime, you simply append a parameter list to the end of any
variable.

PHP also supports dynamic function parameters, meaning that
the function definition does not define the number of parameters
that will be passed to it, rather it is dynamically determined.

There are two built-in supporting functions for this in PHP:
func num args () returns the total number of arguments

passed to the current function and func get args () Isused
to return an indexed array containing the values of each
arameter.

”
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E{ Cocampp\htdocs YW CIS 4004 VONT 47 14\ dynamic functions.php - Notepad+ USiﬂg Dynamic Functions In PHP - Opera

File Edit Search View Encoding Language Settings Maco Run  TextFX F’h |Using Dynamic Functio... X | -I-
=

I.J-]Hﬁ = a@lﬁ@@l§=|“%|%%|l— \«J-u,.“* ‘O\ﬁ QWGb\IOC&"\OStU

B big form example - frontend hitm I B formvalidation php I B userdefinedvalidation ph

Using dynamic functions in PHP

a E{?php

- - )

- function testl{) { o Hello World! From inside function test1().
] print ("Hello World! From inside funct

“L9% 559 The sum of all passed arguments is: 7

. } //end function testl() The sum of all passed arguments is: 21

- The sum of all passed arguments is: 55

13 [H function testZ () |

14 $args = func get args(); P o $- @~ @ view (100%)
15 gans = 0;

1la =] for (51 = 0; £i « count($farg3a); Sit++) |

17 fans = $ans + fargs[&il:

B = 1

9 print {"The sum of all passed argumenta ia: ") ; print({"%ans <br />");

i}

E 1/ /end function test2 ()

'_'h

tmyfunction = "testl™:
ctmyfunction(); //function called dyvnamically

1%

[ Y % T Y Y % T % T % T T Y % Y e B
Cad

4 teat2{4,3)r /S/function called using dynamic arguments
5 smyfunction = "testi";
i Smyfunction{a,7,8):; S/function called dynamically with dynamic arguments
7 Smyfunction{l,?,3,4,5,6,7,8,9,10})r JS/function called dynamically with dynamic argument.
] B
d - S body s

30 - </html> —

4 | | |
Ilength : 939 lines : 30 Ln:21 Col:4 Sel:0 Dos\windows |ANSI NS
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Basic Form Processing And Validation

Getting back to the form processing side of things, the hidden
form elements will be used by the PHP script to provide both a
human-friendly description of each field element (useful when
an error occurs) and to identify those form fields that are
“required”.

Specifically, for any given form element with a name of
<name>, the description of that field is defined as being stored
In a hidden element by the name of <name> desc.

The second hidden form element that the form-processing script
uses is called required and should contain a comma-separated

list of required elements.

#
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Basic Form Processing And Validation

The wvalue attribute of each visible element in the form should

be populated with it s associated value from the superglobal
($ POST).

This 1s done primarily so that if the form is submitted and not
processed for whatever reason (an error has occurred) the user
will not have to retype the form.

The next issue of concern is how to deal with validation errors
that may occur when the form is submitted. This will be handled
In the form validation script through two global variables:
Sform errors and $form errorlist. When the form
validation script attempts to validate the data submitted to it
upon an error, it creates these two dynamic variables.

#
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Basic Form Processing And Validation

The first variable $form errors IS a Boolean value

Indicating whether an error occurred during the validation, and
the second $form errorlist IS an array of error messages

that occurred during validation.

How these variables are used in your script to display validation
errors to the user is subjective and can be done in many different
ways.

What I’ve chosen to do in the example is to use a little script at
the top of the XHTML document that will display an unordered
list (bulleted list) of all the errors that occurred and need
attention from the user.

The next two pages illustrate the complete XHTML front-end.

#
CIS 4004: PHP - Part 5 - Form Handling Page 33 Dr. Mark Llewellyn © @j




E{ Chxampp\htdocs\ (IS 4004YONT 4714 big form example - frontend.html - Notepad++ - II:Ilil
X

File Edit Search WView Encoding Language Settings Maco Run TextFX Plugins Window 7

o HEE v cE|ld Dl e thi| 2= BE|=7EQ[EMDMBE] >
|=] big form example - frantend html |.furrn'u'alidatiur1.php |. userdefinedvalidation php I. dynamic functions php | 1 I "I
7 [l<head> |
a <title>Big Form Example - Frontend</title>
3 E—% <atvyle type="text/c==">
10 = -
11 p {color:blue; font-weight:bold; font-size:ldpt;)
2 hl {ecoclor:red; font—weight:bkold: font-size:ldpt:]
13 B -
14 E </Sstylex
15 - < /head>
& <body style = "font-family: arial, sans-serif:
17 = background-color: #856363" background=imagsl.jpg>
18 % “!l—— This big form example is part of a 3 file package.
1l invoked by running the "userdefinedvalidation.php script which has include calls
20 for both the formvalidation.php script and this file {big form example - frontem
21 e
22 <?php if {§form errorlist): /* an error occurred processing the form */ 7> o
23 <hl>The [ollowing errors were identified - please correct and resubmit</hl>
24 = <ul>
25 <?php foreach(fform errors as &fval): 2>
Za = <li»<?php echo Swval:?>
27 <?php endforeach; 7>
28 - </fulx
29 <?php endif: 2>
]3':' <> Please complete the following form (* indicates required field)</rp> _ILI
4 [ ]
I length : 2252  lines : 45 Ln:21 Col:5 Sel:0 Dos\Windows |ANSI s
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E C:\xampp\htdocs\(I5 4004\ CNT 4714\ big form example - frontend.html - Notepad++ - |E||ﬂ

File Edit Search View Encoding Language Settings Macro Runm TextFX Plugins Window ? ¥
| cUHE 5 B 4DR| e[|t (E5 >
| big form example -frontend himl |.fnrrmralidatiun.php |. userdefinedvalidation php |. dynamic functions php | ﬂ_‘*

30 J] <p» Please complete the following form (* indicates required field)</p> a

3l <form action="<?php echo % SERVER['FHF SELF']; ?>" method=postx

Z <input type="hidden" name="submit" wvalus="1">

33 <input type="hidden" name="refuired" value="first, K last,email">

34 * Your first name: <input type="text" name="first" value="<?php echo @smethod['firat']; ">

33 <input type="hidden" name="first desc" value="First name"><br />

36 * Your last name: <input type="text" name="last" valus="<?php echo @smethod['laat']; ">

37 <input type="hidden" name="last desc" value="Last name"><br />

38 Your phone number: <input type="text" name="phone" value="<?php echo @fmethod['phone']; 23"s

39 <input type="hidden" name="phone desc" wvalue="phone mumber"><br />

40 * Your email address: <input type="text" name="email" value="<?php echo @tmethod['email']; 23

41 <input type="hidden" name="email desc" value="email address"><br /»<br /

42 <input type="submit" valus="zend">

43 r </form>

44  </body>

45  “</html> —_

b

1 | N
Hyper Text Marky length : 2252 fines : 45 Ln:2t Col:5 Sel:0 Dos\Windows ANSI ms
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Basic Form Processing And Validation

The next step is to deal with the validation of the form.

I’ve divided the form validation script into three separate
functions: add error(),  process form(), and

validate form().

The function validate form() does most of the work, with
the other two functioning as support or helper functions.

The add error () function uses the two dynamic variables
Sform errors and S$form errorlist. The function
itself Is quite simple and simply adds errors when they occur to
the Sform errorlist. This function appears at the top of
the form validation script as seen on page 43.

#
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Basic Form Processing And Validation

The main part of the form validation script is In the
validate form() function. This function takes a single
parameter, which is a reference to the superglobal array to
validate. When executed, the function attempts to perform a
number of tasks in the interest of validating the data.

During the course of this operation, if any validation errors
occur, validate form() calls the add error /()
function with an appropriate error message and thus populates
the error variables.

When executed, validate form() starts by first processing
the required hidden field and checks to make sure that all
required fields are not empty (the user has supplied values for all
required fields).

#
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Basic Form Processing And Validation

Following that check, the function attempts to process each
Individual form element according to the following rules:

— If the element is named submit, required, or ends in desc, It Is
ignored.

= For all other elements, the function attempts to call the function
<name> validate (), where <name> is the name of the current

element.

Unless defined by the user, the <name> validate ()
functions do not exist. These function are your responsibility to
create to validate each individual form element (or at least the
elements you are concerned with validating).

#
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Basic Form Processing And Validation

These functions should accept two parameters, the value submitted and

a description of the field taken from the <name> desc element.

These functions should return true if the submitted value is valid or
return an error message upon failure to validate the user supplied

value.

For example, if you were validating a form element whose name attribute
IS phone (for a phone number), then the following function would need to

be constructed:

//Eunction phone validate (Sdata, S$desc) {

if preg match (Sregex, S$data) != 1) {
return (“The ‘Sdesc’ field isn’t wvalid!”);

}

return true;

}

\_

Sregex = “/"\([2-9]1[0-9]1{2}\) [2-9][0-9]1{2}-[0-9]{4}/1";

~

#
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Basic Form Processing And Validation

Assuming that the validate form() function executes and

does not encounter any errors, it then calls the
_process form() function.

This function 1s designed to clean up any nonrequired form
elements (the desc, submit, and required hidden elements)
and call the function process form() .

As with the validation functions we just discussed, the
process form() function must be defined by you and is
designed to allow you to actually perform whatever action was
desired after a successful validation. You might send an email, or
submit data to a database, or any number of actions.

This function accepts a single parameter, an array of the submitted
data, and has no return value.

#
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Basic Form Processing And Validation

If this function does not exist (i.e., you don’t’ create one), nothing will
happen to the submitted data upon a successful validation.

In the example, I’ve simply printed out the data from the form, but |
put a commented line in to show how you might email the data to

yourself. The example function appears at the end of the script named
userdefinedvalidation.php shown beginning on page 47.

Look at the markup and scripts for this application beginning on the
next page.

— big form example — frontend.html document — page 42
— formvalidation.php script — page 43
— userdefinedvalidation.php script — page 47

The execution of these Is shown beginning on page 49.

#
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B C:\»xampp\htdocs\CIS 4004\CNT 4714\big form example - frontend.html - Notepad++ - 10| x|
Eile Edit Search \iew Encoding Language Settings Macro Run TextFX  Plugins  Window 2 X
cHHEB s cE|la W3 || £ B8 51 [(E=E0EDMNEE Eay= 2
big form example - frontend Htmil |1 famvalidation php |. userdefinedvalidation php I. dynamic functions php I 1 I "I
T fcrm example iz part of a2 3 file package. _:J
Z0 invoked by running the "userdefinedwalidation.php script which has include calls
Z1 for both the formvralidation.php script and this file (bkig form example — frontend_html
2z = -
Z23 <?php if{$form errorlist): /* an error occurred processing the form */ 2>
Z4 “hl*>The following errors were identified - please correct and resubmit< /hl>
s = <ul>
2 <?php foreach($form errors as Swval): 2=
A | <lir<?php echo $wal;?>
Z8 “<?php endforeach; 7»
259 & </ul>
30 “<7?php endif; 2>
31 “<p> Please complete the following form (* indicates regquired field)</p>
32 =l <fieldset¥»<legend style="coclor:green">Jser Input Fﬂrmﬂflegend4
33 <br />
34 =l <form ection="<?php echo $ SERVER['PHP SELF']; ?>" method=post>
35 <input type="hidden" name="sgulmit" wzlus="1">
=1 <input type="hidden" neme="required" wzlue="first,last,email">
37 &nbsp,; &nbsp; &nbsp; &nbsp;* Your [irst name: <input type="text" name="firat"” walue="<?php echo @
38 <input type="hidden" neme="[firat deac" wvalue="Firat name"><br />
35 &nbsp,; &nbsp; &nbsp; &nbsp; * Your last name: <input type="text" name="last" walue="<?rhp echoc @%
40 <input type="hidden" neme="last desc" walue="Lasat name"><br /»
41 &nbsp,; Your phone number: <input type="text" naeme="phone" wvalue="<?php echoc @5method[ 'phone’']; 7>
43z <input type="hidden" name="phone desc" walue="phone number"><br />
43 * Your email address: <input type="text" neme="em=ail" walue="<?php echc @5fmethod['em=i11"]; ?="»
44 <input type="hidden" name="email desc" wazlue="email address"><br /*><br />
45 <input style="background:klack; color:yellow; font-weight:bold:;" type="submit" walue="sgend">
L1 & </ form>
47 B < /ffieldset> bicnsi
48 - </ body> -
1| | v
Hyper Text Markup Lar |ength : 2484 lines @ 43 Ln:32 Col:67 Sel:0 Dos\Windows |ANST s s
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B *C\xampp\htdocs\CIS 4004\CNT 4714 \formvalidation.php - Notepad++ =10 x|

Eile Edit Search View Encoding Language Settings Maoo Run  TextFX  Plugins Window 2 X

cHHEHB Z @4l oe|tad| ¢t EE51E0BENMNME =avy= »
B big form =xample —fmrrtend.html[ [=] formvalidation php |q uzerdefinedvalidation php I. dynamic functions php I 1 I 'I
b fowerhdesss RBECTHN FOEM VALIDATION SCRIPT *%&&kdddkdhd s _:J
3 £ This script is intended to be a generic form walidation script
4 SO To uge it, simply include it in any FHP script which is doing form data walidation.
5 #form errors = arrayi);
-1 #form errorlist = falae;
=] = function add error($ferror] {
=] global $form errorlist, 5form errors;
10 $form errcorlist = true; oo
11 $form erroral[] = $error;
2 B H
13 Eﬂ function proceas formi(fmethod) |
14 f** This function is called by the wvalidate formi) function only! */
5 F* Check to see if the procesas form() function exists. If this
-1 function doesn't exist, there is no need to bother with cleaning
17 up the form data. */
18 = if{function exista("process_form™)) |
15 F* Make a copy of the submission data and iterate through it
Z0 removing any elements that aren't part of the actual
21 submission from the copy. */
22 sdata = Zmethod;
Z3 Eﬂ foreach ($data as Fkey=»5wval)
Z4 if{preg _match("/ {submit|required) | {_deacs)/1i", fkey) = 1)
25 unaet ($datal[skey] ) ;
b e 1
Z7 f* Call the procesa_formi) function and pasa it the cleaned
ZB up wersion of the form submission *f
Z59 process formisdata);
30 = 1
31 B }1//end functiom _process_forml)
3z |

PHP Hypertext Preproc |length : 5672 lines : 125 Ln:31 Col:36 Sel:D Dos\Windows |ANST ms
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B *C\xampp\htdocs\CIS 4004\CNT 4714 \formvalidation.php - Notepad++ =10 x|

Eile Edit Search View Encoding Language Settings Maoo Run  TextFX  Plugins Window 2 X

cHHEHB Z @4l oe|tad| ¢t EE51E0BENMNME =avy= »
B big form =xample —fmrrtend.html[ [=] formvalidation php |q uzerdefinedvalidation php I. dynamic functions php I 1 I 'I

33 [H function validate form(smethod) | |

34 F* This wariakle is used to determine if any walidation

35 errors occcured during the course of the function.

36 By default, we assume the form is walid */

37 sprocess = true;

38 F* Check for the existence of the "required' form element.

359 If this element does not exist the form is automatically

40 invalid. *f

471 Eﬂ if{lisget (fmethod[ " reguired"])) {

4z add error{"Regquired hidden element 'reguired' missing!™):

43 iprocess = falae;

44 1 elae |

45 J* Parse out the required field elements from the

4g 'reguired' form element and store them in an array*/S

47 srequired = explode(', ', Smethod|[ 'reguired’] ) ;

43 F* Check to ensure each required element exists, and

45 at least has some sort of data (not empty)l */ bsaass

50 = foreach ($required as Swal) |

51 E if (empty ($method[$vall)) {

52 f*% This particular element should hawve some data,

53 but for some reason is empty. Hence, attempt to

54 get the human—-friendly description of the element

55 and display am error to the user. If no human-friendly

=1 description was provided use the element name instead */

57 =l if({igaet (fmethod [$val."” desc™])) |

58 Ferrormag = "The reguired field '{$fmethod([$fval."_desc™]}' was empty!™;

558 P elae |

a0 ferrormag = "The required field '"Swal' was empty!™;

2l = +

a2 add error{ferrormag);

a3 sprocess = falae; ;I
PHP Hypertext Preproc |length : 5595 lines : 118 Ln:66 Col:3 Sel:0 Dos\Windows |ANST ms
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=10l x|
Eile Edit Search View Encoding Language Settings Maoo Run  TextFX  Plugins Window 2 X

cHHEHB Z @4l oe|tad| ¢t EE51E0BENMNME =avy= »
B big form =xample —fmrrtend.html[ [=] formvalidation php |q uzerdefinedvalidation php I. dynamic functions php I 1 I 'I

a3 fprocess = falae; :I

cd & I}

a5 & I}

(1] F* Begin the iteration through all of the form elements */

a7 =l foreach ($method as S$key=>Zwal) |

[1=] S* Because we are only concerned with wvalidating the actual

(3= form elements the user is editing, only check elements

70 that are not named "submit', "required' or end in "_deac' */

71 Eﬂ if{preg match("/ {submit|required) | {_desc$)/i", $key) != 1) {

T2 f* Conatruct the function name that will be called to

T3 walidate the data */

Td $fune = fkey." wvalidate™;

75 f* Check to 3ee if the walidation function exists for this

T form element. */

77 Eﬂ if{function exista(sfunc)) {

T8 f* Bince the walidation function exists for this slement,

= call it passing it the wvalue of the element and the

a0 human—-friendly description (if availakle) =/

21 = if{!igget{smethod[fkey." _desc™])) {

BZ Fresult = Ffuncifval, SFkey);

g3 P elae |

24 fresult = $funci(fval, Fmethod[$key." desc™]);

85 & +

=L f* If the walidation function does not return true,

a7 then the form element is not walid and Sreturn should

=151 contain an error message. Add the error message to e

=k} the list of errors which occcurred. */f

= Ta I | if($regult !=— true) |

91 add errocrifresult);

a9z Zfprocess = falae;

a3 - 1 |
PHP Hypertext Preproc |length : 5477 lines : 110 Ln:106 Col:2 Sel:D Dos\Windows |ANST ms
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B *C\xampp\htdocs\CIS 4004\ CNT 4714\formvalidation.php - Notepad++ - 10| x|

Eile Edit Search \iew Encoding Language Settings Macro Run TextFX  Plugins  Window 2 X

cHHEHEB = el W9 || £ s B8 51 (=0 EDMNBE Eay= 2
B big form exampls —fmrrtend.f‘rtml[ [=| formvalidation php |q userdefinedvalidation php I. dynamic functions php I 1 I "I
80 J] human—-friendly descripticn (if available) */ -
81 = if{liaget ($method[$key." desc™])) {
B2 2result = Ffunc(Fval, 5Skeyi;
83 P elae |
=4 Fresult = S$funci(sval, SFmethod[fkey." desc™]);
85 & |
=L F* If the wvalidation function does not return true,
a7 then the form element is not walid and S$return should
g8 contain an error message. Add the error message to
259 the liat of errors which ococurred. *f
3o [= if{sresult !=— true) |
31 add errorifresult);
= sprocess = falae;
93 & 1
54 = |
a5 = |}
=1 = |}
&7 = 1
98 A* Bgsuming no validation errors occured, process
= b should still be true. If it is, call the procesa forml()
100 function and pass it the walidated data and end the
101 function by returning true. */f
102 =l if (3process) |
103 _process form({Fmethod) ;
104 return true;
105 & 1
108 £* Something went wrong in the walidation, return false *f
107 return falas;
108 = 1
109
114 - fuwddhdddeds END FORM VALIDATION SCRIET ***********_»1 E
PHP Hypertext Preproc length : 5477 lines : 110 Ln:110 Col:56 Sel:0 Dos\Windows |ANST s s
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B *C\xampp\htdocs\CIS 4004 \CNT 4714\userdefinedvalidation.php - Notepad++ - 10| x|

Eile Edit Search \iew Encoding Language Settings Macro Run TextFX  Plugins  Window 2 X
cHHEHEB s cEla W3 || £ s HE51[(=0ENDMNBE Eay= 2
B big form example - frontend hitml |. formvalidation php [E userdefinedvalidation php |h dynamic functions php I 1 I "I
1 El<phe (B3

b fokdsedbebs RECTH USER-DEFINED SCERIBT & dkddddddd f
3 £ This script is designed to walidate the user supplied data from our form
4 A Inm this case we are only walidating the email address, but wyou could add any number
5 FFf of fields from the form to walidate here.
= include once('formvalidation.php');
7 £* This is just a niceity. By only using Smethod
=] any tims we want to access the superglobal data
= we can guickly change the submission method from
10 EET to POST (or the other way around) without
11 changing mailtiple wvaluessa. *)f
2
1z Sfsmethod = &5 GETI;
14 fmethod = &5_POST;
15
1la f* Check to see if the form was submitted, if so, begin the wvalidation process */f
17 =l if{igaet (f$method["'submit']1)) {
1s validate formi{fmethod);
15 & 1
Z0 —
Z1 A* This function ia called by validate form() to walidate the form element whose name is "email’. */f
ZZ Eﬂ function email wvalidate ($data, Fdesc) |
zZ3 S$regex = "/~ [a-=z0-9\ . -]1+@+[a-=z0-5%. —-1+M_+[a-=]{Z,3}5/1i";
£4 if{preg_match (Sregex, Sdata) != 1)
Z5 return "The 'Sdesc' f£field is inwalid.™;
26
27 return true;
28 & 1
259
30 f* Thia function is called by validate form() upon succesaful wvalidation of the form. */ -
1| | v
|PHP Hypertext Preproc |ength : 1735 lines @ 45 Ln:12 Col:1 Sel:0 Dos\Windows |ANST s s
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=10l x|
Eile Edit Search View Encoding Language Settings Maoo Run  TextFX  Plugins Window 2 X

cHHEHB Z @4l oe|tad| ¢t EE51E0BENMNME =avy= »
B big form example - frontend html |. formvalidation php [E uzerdefinedvalidation php |k dynamic functions php I 1 I 'I

1& [E f* Check to see if the form was submitted, if so, begin the wvalidation process *f _:J

17 = if{iasaet (fmethod['submit"] 1) {

1l& validate formi(fmethod);

15 & 1

Z0

Z1 f£* This function is called by wvalidate form() to wvalidate the form element whose name is "email” . */f

22 = function email wvalidate (fdata, Fdesc) |

z3 S$regex = "/~ [a-z0-9\ . -1+@+[a—=z0-5%. —-1+M_+[a—-=]{Z,3}5/1i";

Z4 ifipreg matchi{fregex, Sdata) != 1)

Z5 return "The 'Sdesc' field is inwalid.™;

Za

Z7 return true;

Z8 = 1

Z59

30 A* This function ia called by validate form() upon succesful walidation of the form. */f

31 = function process formisdata)

3z

33 smag = "The form at {5 _SERVER['"PHPF SELF']} was submitted with these walues: ‘“n\n";

34 =l foreach($data as S$key=>35val) |

a5 Zmag .= "Skey =¥ Swvalwn";

36 & i

37 print {("The data from the form was: <br f>");

38 var_dump ($data) ;

358 Fimail ("markl@cs _ucf_edu”™, "form submission™, Smsg);

40

41 = 1

4z

43 include ("big form example — frontend _html');

44 fowerdidsss END USER-DEFINED SCRIPT *%&&skdddbd s

P 2> —

1| | v

IPHP Hypertext Preproc length : 1735 lines : 45 Ln:12 Col:1 Sel:0 Dos\Windows |ANST ms
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Big Form Example - Frontend - Opera g

Please complete the following form (* indicates required field)

—User Input Form

* Your first name: |

*Your last name:

Your phone number:

*Your email address:

Ve

The XHTML front-end form
in its initial state.

\
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Big Form Example - Frontend - Opera E

’ JBig Form Example - Fron... U o5 ]
o=| | D | M |[@ web |locahost/cis%204004/cNT%204714/u

Please complete the following form (* indicates required field)

—User Input Form

* Your first name: [Mark

*Your last name: |Llewellyn

Your phone number: |407-823-2790

*Your email address: |markl@cs.ucf edu

(" The XHTML front-end after )
user has filled in the form, but
not yet clicked the send
button. All user supplied data
in this case is valid. )
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Big Form Example - Frontend - Opera - =10 x|

| |0~ D] M|[@ web [locahost/cse204004/cNT%204714/users v | |2 +] Search with Google [ £

The data from the form was:

array

"first' => string 'Mark' (length=4)

"last’ => string 'Llewellyn' (length=9)

‘phone’ => string '487-823-279@' (length=12)
‘email’ => string 'markl@cs.ucf.edu’' (length=16)

Please complete the following form (* indicates required field)

— User Input Form l

* Your first name: [Mark '
* Your last name: [Liewellyn As you can see in the script
on page 48, all | did to
Your phone number: [407-823-2790 “orocess” the form was print

out the data received from the
form. This is shown at the
top of the rendered page in

m k the user’s browser.

*Your email address: |markl@cs.ucf edu

@) view (100%)
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Basic Form Processing And Validation

If we modify the userdefinedvalidation () function so that
rather than echoing the form data back to the user, we send an
email, the function process form() will look like the

following:

///::EThis function is called by validate form() upon successful validation of the form. *‘\\\\

function process form($data)
$msg = "The form at {$ SERVER['PHP SELF']} was submitted with these values: \n\n";

foreach ($data as S$key=>Sval) {
Smsg .= "Skey => Sval\n";

}
//print ("The data from the form was: <br />");

//var dump ($data) ;

Sfrom="My Form Example";

Sheaders = "From:" . S$from;

markl@cs.ucf.edu", "form submission”", S$msg, S$headers);

echo "Mail Sent";

k }
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€ Big Form Example - Frontend - Windoy

@v @ Ié http://www.cs.ucf.edu/courses/cis40 V\ P~ ‘ ‘7[ X
— P e — o e

f B s S

Bl . L :
» 9 mail function in php example P~
e 0! e

File Edit View Favorites Tools Help

x Google E' 29 Search ~ ¢ S~ _ Signln~ | x & Convert v [P0 Select

-

o Favorites | 5k @ Suggested Sites v @& | Free Hotmail @ Web Slice Gallery v 5" KeepVid- Download and s...

=8|~ | @Big.. | zim.. | %% PHP... | @B.. x fw - v [ g v Pagev Safetyv Took~v @~

Mail Sent

Please complete the following form (* indicates required field)

User Input Form

*Your first name:  Mark

*Your last name: LHlewellyn /
* Your email address: Makli@cs.ucfedu

sent.

\_

As you can see this is the
Your phone number: 407-823-2730 user’s browser after they filled
in the form and clicked the
Send button. In the upper left
corner is the echoing of the
m message that the email was

)

Done € Internet | Protected Mode: Off fa v H100% ~

-
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CEE £Slmprad Inbox LA - WIndoWws 1INt

A - — . . . -
@ I'\-_.J'I - |-ﬁs https:/fTocky.eecs.ucf .edu/zimbra,/#1 - @ Certificate En{ﬂ b | #¢ | g '-'] mail function in php example e vl
== e e e w— R R N S e
Eile Edit Wiew Favorites Tools Help
x Gﬂ.gle IEIi’Search*ﬂj' I:?'r | Shan:a‘r »>» “% T~ __ Signln - x %Comert - Select
{“f Favorites | {,:‘7,', @ Suggested Siter[ \(EEpVid- Download and s...
: . . . . . = >
52 - @& BigFormba.. & Zimbrsl My email showing the inbound ta - v [ em v Pagev Safety~ Tools~ @~
. email and its contents from the ——
~Zimbra q Dr. Mark Liewellyn Help  Log Out
form.
w @ Address Book =[] A Jences = Social -
|
»
Folc - .ulhlaiv| Search ||5ave|Advanoed |
4, Inbox (1770) ’
£ Sent "
@- Drafts L | Folder | Size b
Junk T
E?’T”" . ] | My Form Exanfple ¥ form submission - The form at /courses/cis4004/spr2011/us... Inbox 2 KB 220 PFW - ([
ras e
[ ] World Cycling Prod... Roll Up Your Sleeves & Ride - Mew Featured Products! - See... Inbox 61 KB 1:39 PM -
Fg e S [ ] Competitive Qhyclist Warehouse sale, anyone? Mammoth savings. - Click to view ... Inbox 25 KB 12:51 PM A
CGS 2545 - Spring 201
E . S.p B gzm [ ] case logic Final Day to Sawve %20 Off 3100 or More! - Last Day to Save ... Inbox & KB 11:52 AM
2585 - Spring . . . _ = o o — ) I
FE' CEE 3175 [ ] PricePoint.cpm The Big Sale - New tems Added! - The Big Sale - New ltems ... Inbox 12 KB 11:07 AM
[ segedin RE: CGS 2585 - Dan Segedin - Dr. Lliewehsyn | was wonderi... Inbox S KB 13 AM
» 3] CNT 4714 |
» 2 COP 4710 _Im ++1 Boston Proper Spring Knits: Sexy & Easy to Wear! - Dear MARK, Please use... Inbox 12KB 512 AM S .
= (TRRT
7 cop4910 () T = April 15,2011 2:30 PN~ [|J
Jan 09-Feb 09 il (52
% I.an T mail { w From: i,: |"I'|'I',.r Form Example™ <My Form. Example@cs.ucf.edus=; b
isa AN
3
" T_Tl p To: | marki@cs.uct.edu; | "
|
Bt : The form at foourses/ci=s4004/=2pr20l1ll/userdefinedvalidation.php was submitted with =
= U L = = these wvalues: R
M2r 28 20 30 21 1 2
3 4 5 6 7 & 9§ first =» Mark
o1 o123 s 16 | | last =»> Llewsllyn 8
17 18 19 20 21 22 23 phone =>»> 407-823-2730
: 4 25 2H 2T 2B =g 30 email => lT.E'..I]'Il@CS uacf.eda -
| = 2 9 4 5 & 7
|Done & Internet | Protected Mode: Off #5 v H100% -

— — - —— — — - — .
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